IHamaATKa 11 poAuTeJieil U MeAaroroB Mo 0€30MacHOCTH padoThI AeTel B
HHTEPHET-NMPOCTPAHCTBE HA Pa3HbIX BO3PACTHBIX ITanax

[Tonkitouasice k ceTu MIHTEepHET, Balll peOEHOK BCTPEUAETCS C LENBIM PSAOM yIpo3, O KOTOPIX
OH MOKET JaK€ U HE MOJA03PEBaTh.

Kaxkue yrpo3s! BcTpedaroTcst Haubosee 4acto?

— JIOCTYII K HeXeJaTeIbHOMY coiep)KumMoMy. Benb ceronas nena o0CTosAT TakuM 00pazom,
9TO 1000 peOCHOK, BHIXOAAIIHH B IHTEpHET, MOXKET IPOCMAaTPUBATH JIFOObIE MaTepHUaibl. A 3TO
HaCWINe, HAPKOTUKH, MOPHOTpadusl, CTpaHUIIBI, IIOATATKUBAIOIINE MOJOAEKD K CAMOYOHICTBAM,
aHOpeKcHH (0TKa3 OT IMpueMa MUIIN), yOUHCTBaM, CTPaHHIIbI ¢ HAIIMOHATMCTUYECKON MM OTKPOBEHHO
(amcTcKol HIe0NI0THeH U MHOTOE-MHOTOE JIpyroe. Beas Bce 310 noctynHo B MHTEpHETE O3
orpanudeHuil. YacTo ObIBaeT Tak, YTO MPOCMOTP ITUX CTPAHUII Ja’Ke HE 3aBUCUT OT peOeHKa, Bellb Ha
MHOTHX CaiiTaX 0TOOpaKalOTCs BCILIBIBAIOIINE OKHA, CO/IEpIKAIIHE JII00YI0 HH(OpMAIUIO, Yalle BCEro
MOPHOTPpaUIECKOro Xapakrepa;

— KOHTAKThI ¢ HE3HAKOMBIMH JIFOIEMH C TIOMOIIBIO YaTOB HJIH JIEKTPOHHOU 1MOUTHL. Bee uare
Y Yalie 3J0yMBIIICHHUKN UCTIONB3YIOT 3TH KaHAJIBI JJISl TOTO, YTOOBI 3aCTaBUTh JIETEH BBIIATh
JTUYHYIO HHpOpPMaIHIo. B 1pyrux cirydasix 3To MOTYT OBITh Ne10(HIIbl, KOTOPBIE HIYT HOBBIE
KepTBBL. BrijaBast ceOst 3a CBEpCTHUKA JKEPTBBI, OHM MOTYT BBIBEABIBATH JTUYHYIO HH(OPMAIHIO U
UCKATh JINYHOU BCTPEYH.

PexoMenaanuu rmo 6€30MacHOCTH UCTOIb30BaHUS ceTu VIHTEepHeT AeTbMU:

1. ITocemaitte MuTepHeT BMecTe ¢ netbMu. [ToompsiiTe Balnx A€Tel AEIUTHCSA C BAMU UX
ycliexaMu M Hey/lauaMu B Jiesie ocBoeHus MHTepHeTa.

2. O0BsAcHUTE JIETSAM, YTO eciu B UHTepHEeTe 4TO-11M00 OECIIOKOUT MX, TO UM CIEAYeT He
CKPBIBATh ITOTO, & TIOJEIUTHCS C BAMH CBOUM OECTIOKOHCTBOM.

3. O0OBsicHUTE PEOCHKY, YTO MPU OOIIEHUH B YaTaX, UCIIOIB30BAHUH MPOTPAMM MTHOBEHHOTO
obmena coobuienusamu (tuna ICQ, MicrosoftMessenger u T. 1.), ucrionb3oBanust Online-urp u Apyrux
CUTYAITUAX, TPEOYIOIIMX PErUCTPAIIUH, HEITB3sI UCITOJIB30BATh PEATbHOE UMsI, TOMOTHTE BallleMy
pebeHKy BbIOpaTh PErMCTPAIIMOHHOE UMsI, HE COJIeprKalliee HUKAKOW JTMYHON HH(pOpMaIIHiH.

4. O0BsicHUTE PEeOCHKY, YTO HEIb3sI BHIJIABATh CBOW JIMYHBIC JAHHBIC, TAKHE KaK JTOMAITHHIA
azapec, Homep TenedoHa u o0y APYryro THYHYI0 HHPOPMAIIUIO, HATPUMEp, HOMEp IIKOJbI, Kiace,
JFOOMMOE MECTO TIPOTYJIKH, BPeMsI BO3BPAIIICHUS JIOMOM, MECTO PabOTHI OTIIA WIJIM MAaTEPH U T. 1.

5. O0bsacHUTE CBOEMY peOEHKY, YTO B PeaTbHOM KU3HU U B IHTepHETE HET pa3HUIIBI MEXTY
HEMPABWILHBIMH U TTPABMIIEHBIMH ITOCTYITKAMH.

6. HayuuTte Bamux nereit yBaxkaTth cobeceqHukoB B MlHTepHere. Y OeauTech, 4To OHU
MTOHMMAFOT, YTO TIPABHJIA XOPOIIIETO TOHA JICHCTBYIOT OJMHAKOBO B VIHTEpHETE M B pEaJIbHOM JKHU3HH.

7. CkaxxuTe UM, 4TO HUKOTIa HE CTOUT BCTPEYAThCs C Apy3bsiMu 3 MuTepHeTa. Benp mroau
MOTYT OKa3aThCsl COBCEM HE TeMH, 3a KOTO CeOsl BBIIAOT.

8. OOBsCHUTE IETSAM, UTO JIaJIeKO HE BCE, UTO OHU MOTYT IIPOYECTh UM YBUICTh B MHTEPHET-
MIPOCTPAHCTBE — Tpapja. [IpuydnTe UX crpammBaTh O TOM, B YeM OHU HE YBEPCHBI.

9. He 3a0pIBaiiTe KOHTPOIUPOBATH AeTei B IHTEepHETE C MOMOIIBIO CTIEIUATBHOTO
MIPOrPaMMHOTO O0eCTIeUeHHUs. ITO MMOMOXKET BaM OT(HIBTPOBBIBATH BPEJIOHOCHOE COJICPIKAHHE,
BBISICHUTH, KAKUE CAWTHI HA CAMOM JIeJIe TTOCEIAeT Ball peOEHOK M UTO OH TaM JieiaeT.

Kak HayuuTs neteil oTiingarh npaBiy OTO JKU B MHTEpHET-TIpocTpaHcTBe? — Haunute, koraa
Balll peOeHOK elle T0CTaTOYHO MaJl. Beab ceroiHs qaxke JOUIKOJIBHUKH YK€ YCIIEIIHO UCIIONIb3YIOT
ceTb MIHTEepHET, a 3HaYUT HYKHO KaK MO’KHO paHblIE HAYYUTh UX OTAEIATH PaBIy OTO JIKU.
HukTo He Oyner KOHTpOJIMpPOBaTh, HACKOJIBKO MTPAB/IKBA pa3MelleHHas TaM nHpopMmanus. Hayuure
peOeHKa mpoBepsATh Bce TO, UTO OH BUAMT B MHTEpHETE.



Kak 310 00BsicHuTH? — He 3a0biBaiiTe cripammBath peOeHKa 00 yBUIeHHOM B MIHTEpHEeTE.
Hanpumep, HauyHMTE C paccipoCoOB, AJIS YEro CIYXKUT TOT WINM MHOHM CaT.

— VYbenureck, yTO Balll PeOCHOK MOXET CaMOCTOSATEIILHO TPOBEPUTH IPOUNTAHHYIO B
WuTepHeTe MHPOPMALIUIO MO APYTUM UCTOYHUKAM (110 IpYTUM caiiTaM, ra3eTaM WK )KypHajlaM).
[TpuyuuTe Bamero peGeHKa COBETOBAThHCs ¢ BaMH. He oTMaxuBaiiTech OT UX AETCKUX MPOOIIEM.

— IoompsiiTe Bamux JeTel UCI0JIb30BaTh Pa3InYHbIC HCTOYHUKH, TAKUE KaK OMOIMOTEKN WU
MOJIAPUTE UM PHIMKIIONEANIO Ha TUCKE, HanpuMep, «uuukioneanto Kupumia u Medonusy» wim
MicrosoftEncarta. 310 noMokeT HayuuTh Ballero pe0eHKa MCI0JIb30BaTh CTOPOHHUE HCTOYHUKH
uHpOpMaILnu.

— Hayuure pebGenka nosbs3oBarbes nouckom B HTepHere. Ilokaxure, Kak HCIOIb30BATh Pa3IMUHbIE
IIOMCKOBBIE MAIIMHBI JIJIS1 OCYILECTBICHUSI IOMCKA.

— OOBsACHUTE BalllUM JIETSAM, YTO TAKOE pacusM, (amiu3m, MeKHALMOHAIbHAS U PETUTHO3HAs
Bpakaa. HecMoTpst Ha TO, 4TO HEKOTOPHIE MTOI0OHBIE MaTepPHAaIbl MOXKHO 3a0JIOKHPOBATH C TIOMOIIBIO
CIELUABbHBIX IPOrPAMMHBIX (PUIIBTPOB, HE CTOUT HAJEATHCS HA TO, YTO BaM yJIacTcs OT(GUIbTPOBATh
BCE IOI00HBIE CAMTHI.

Cewmelinoe cornaiieHue o padbore B IHTepHeTe.

Ecau Bamm netu xotst nocemats MHTEpHET, BaM clieyeT BRIpadOTaTh BMECTE C HUMU COTJIAIICHUE
10 UCTIONBb30BaHMI0 MIHTepHeTa. YUTHUTE, 4TO B HEM BbI JIOJDKHBI OJJHO3HAYHO OMHCATh [IpaBa U
00sI3aHHOCTH KaXKJIOTO YieHa Bamie cembr. He 3a0ypTe 4eTko chopMyIupoBaTh OTBETH Ha
CJIETYIOIIIKE BOIPOCHI:

— Kakwue cailTel MOTYT ITOCEIIATh BAIlld JIETH U YTO OHU MOTYT TaM JIeJIaTh?

— CKOJIbKO BPEMEHHU JIeTH MOTYT NpoBOauTh B IHTepHEeTe?

— Yto nenaTh, €ClIM BalllUX JACTEH 4TO-TO OECIIOKOUT Mpu nocenieHnu MutepHera?

— Kak 3amuTuTh TUYHbIE JaHHBIE?

— Kak cnenuts 3a 6€301macHOCTbIO?

— Kak Bectu ce0s BexsnBo?

— Kak nonp3oBatbcs yatamu, rpynnaMu HOBOCTEH U c1y0aMy MIHOBEHHBIX COOOLICHHM?

He 3a0ynpTe, uTo hopMansHO cOCTaBIEHHOE coTfalieHue He OyaeT BeImoaHAThCs! PerynspHo, mo
Mepe HeoOX0IMMOCTH, BHOCUTE U3MEHEHUS B JaHHOE coruamenue. He 3a0biBaiiTe, 4TO BBI TOKHBI
MIPOBEPSTH BBHIMOTHEHNUE COTJIANICHUS BAlllUMU JeThMH. HaydnTe Barero pebeHka ucroiab30BaTh
CITy’K0y MTHOBEHHBIX COOOIIEHUMN.

[Tpu ucnosib30BaHUM CITY>KOBI MTHOBEHHBIX COOOIIIEHUI HAIIOMHUTE BallleMy peOeHKY
HEKOTOPBIE HECIOKHbBIE TIPaBHiia O€30MaCHOCTH:
— HHUKOT/Ia HE 3aMoJHsANTe Tpadbl, OTHOCAIINECS K JIMYHBIM TaHHBIM, BEJIb TPOCMOTPETH UX MOXKET
KaXKJIBIit;
— HUKOT/Ia He oOmaltech B IHTEpHETE ¢ HE3HAKOMBIMH JIFOBMHU;
— PEryISApHO MPOBEPSNUTE CIHCOK KOHTAKTOB CBOUX JIeTeH, UTOOBI YOEIUTHCS, UTO OHU 3HAIOT BCEX, C
KEM OHHU OOIIAOTCS;
— BHUMATEJIbHO MPOBEPSUTE 3aPOCHl HA BKIOYEHUE B CIUCOK HOBBIX Jpy3eil. [lomHuTe, 4TO B
HNHTepHeTe 4enoBek MOXKET OKa3aThCsl HE TEM, 3a KOTO OH CeOsl BBIIACT;
— HE CJIeIyeT UCIOJIb30BaTh CUCTEMbl MTHOBEHHBIX COOOIIEHUH JIJIsl paCIPOCTPAHEHUs CITyXOB WIIH
CIUIETEH.

PoauTensiM He CTOUT HAJEATHCSA HAa TAWHYIO CIEXKKY 3a CIIYKOaAMU MTHOBEHHBIX COOOITICHUH,
KOTOPBIMH TOJIb3YIOTCS AeTH. ['opa3no mpolie uernoib30BaTh JOOPOKEIATETbHBIE OTHOIICHHUS C
BalllUMH JETHbMH.



MoskeT a1 Bal peOEHOK CTaTh HHTEPHET-3aBUCUMBIM?

He 3a0rbiBaiite, uto MHTEpHET
— 3TO 3aMeyaTeIbHOE CPEICTBO OOIICHNUS, 0COOEHHO JUIS CTECHUTEIILHBIX, HCITBITHIBAOIIINX
CIIO’)KHOCTH B 001IeHNH AeTeil. Beap HM BO3pacT, HU BHEITHOCTh, HU (PH3UYECKUE TaHHBIE 3/1€Ch HE
UMEIOT HM Majeiiniero 3Hadenusi. OHaKo 3TOT ITyTh BeJeT K (POPMUPOBAHUIO HHTEPHET-3aBUCHMOCTH.
Oco3HaTh TaHHYIO po0IeMy BeCbMa CIIOKHO J0 TeX MOp, IOKa OHA HE CTAHOBUTCS OUY€Hb CEPhE3HOM.
Ja 1, kxpome Toro, (hakT HaIW4Ks TAKOH OOJNIE3HU KaK HHTEPHET-3aBUCUMOCTh HE BCET/1a IPH3HACTCS.
Yro xe nenars?

CoBeTsl 110 0€30MaCHOCTH /IS ICTEeH Pa3HOTO BO3pacTa.

Kak nmokazanu HCCIICAOBAHUs, ITIPOBOANMEBIC B CETU I/IHTepHeT, HauoOoce pacTtymiuM CCrMCHTOM
MoJIb30BaTelei I/IHTCpHeTa SABJIOTCA JOIIKOJBHUKH.

B sToM Bo3pacte B3pocibie OyayT UrpaTh ONPEIEIIIONIYI0 POJIb B O0yUEeHUHU JeTel
Oe3omacHOMY HCIOIb30BaHMIO VIHTEpHeTA.

Bospact ot 7 1o 8 ner.

Kak cuuTaroT ncuxosoru, Ui AeTei 3TOro Bo3pacta adCOIOTHO €CTECTBEHHO JKEJTaHHUE
BBISICHUTB, YTO OHH MOT'YT ce0e IM03BOJIUTD JIeaTh 03 paspelieHus poauTeneii. B pesynbrare,
Haxo/sich B lIHTepHeTe peOCHOK OyIeT MBITATHCS MOCETHTH T€ HIIM WHBIE CATHI, @ BO3SMOXKHO U YaThl,
paspelleHne Ha TOCEIICHUE KOTOPBIX OH HE MOJYYHJI Obl OT POJUTEIICH.

[TosTOoMy B TaHHOM BO3pacTe 0COOEHHO IOJIE3HBI OYIyT T€ OTYETHI, KOTOPHIE BaM IPEIOCTABUT
Pomutenbckuii KOHTPOIIb UK TO, YTO BbI CMOXKETE YBUCTh BO BPEMEHHBIX (hailyilaX HHTepHET-MaNKH:
/Users/User/AppData/Local/Microsoft/Windows/TemporaryInternetFiles(B onepaunonHoii cucteme
WindowsVista).

B pe3ynbrare, y Bamero peobeHka He Oy/IeT OIIYLICHHUS, YTO BbI INISAUTE MY Yepe3 TUIeU0 Ha
9KpaH, OJTHAKO, BbI Oy/IeTe MO-MPEKHEMY 3HATh, KAKHE CANThI IMOCEIACT Balll peOCHOK.

CTOUT NOHUMATB, YTO JIETH B JAHHOM BO3pacTe 00J1aaloT CUIIBHBIM YyBCTBOM CEMBbH, OHU JIOBEPUUBBHI
Y HE COMHEBAIOTCS B aBTOpUTETaX. [IeTH 3TOro BO3pacTa JII0OST UTPaTh B CETEBbIC UIPhI U
myTeniecTBoBaTh 1o MHTepHeTy. BrioHe BO3MOXKHO, YTO OHU UCTIONB3YIOT AJICKTPOHHYIO TTOUTY
MOT'YT 3aXOJIMTh Ha CANUThI U YaThl, HE PEKOMEHIOBAaHHBIC POUTEIISIMU.

[To moBoy MCIIOTIB30BAHUS AIIEKTPOHHOMN ITOUYTHI XOTEJIOCH OBl 3AMETHUTh, YTO B IAHHOM BO3pacTe
PEKOMEHTyeTCsl He pa3peliaTb UMETh CBOM COOCTBEHHBIHN 3JIEKTPOHHBIN MOYTOBBIN SAIIUK, a
MOJIb30BAThCSl CEMEHHBIM, YTOOBI POAUTEN MOTJIM KOHTPOJIMPOBATH NepenucKy. [loMous Bam
3alpeTHTh PeOCHKY MCIOIb30BaTh BHEIIHIE OCCIUIATHBIC SIIIUKU CMOXKET TAKOE MPOrPaAMMHOE
obecnieuenue, kak KasperskylnternetSecurity Bepcuu 7.0 co BCTpOSHHBIM POAUTETBCKIM KOHTPOJIEM.

YTo MOKHO ITOCOBETOBATH B IJIaHE O€30IIaCHOCTH B TAKOM Bo3pacTte?
— Co3naiiTe CIMCOK JOMalIHUX MpaBHII ocenieHus InTepHeTa npu ydactuu Aetei u Tpelyiite ero
BBITIOJTHEHUS.
— TpeOyiite oT Baiero pedGeHka coOIIOCHHS BPEMEHHBIX HOPM HaX0XKJIEHUS 32 KOMIIBIOTEPOM.
— IMokaxkute peGeHKY, 4TO BBl HA0JI0JaeTe 32 HUM HE MMOTOMY UTO BaM 3TO XOUETCs, a IOTOMY 4TO
BbI 0ECITIOKOUTECH O €r0 0€30MaCHOCTH U BCETAa TOTOBBI EMY ITOMOYb.
— IIpuyuure nerel, 4T0 OHU AOJKHBI ITOCELIATH TOJIBKO T€ CaUThbl, KOTOPHIE BbI Pa3peLLInIy, T. €.
CO3/1aiiTe MM TaK Ha3bIBaeMbIN «OelbIi» criucok MHTepHeTa ¢ momMoIbio cpeacts Poautensckoro
koHTpoJs. Kak 3T0 cienarb, Mbl IOTOBOPUM ITO3HEE.
— KommneroTep ¢ moakimovyeHreM K UHTepHeTy T0JKeH HaXOAUThCS B 001l KOMHATE IO/
IIPUCMOTPOM POJUTEICH.
— Hcnonp3ylite criennaibHbIE JETCKAE TOMCKOBBIE MAIIMHBI, TUIIA
MSNK:idsSearch(http://search.msn.com/kids/default.aspx?FORM=Y CHM).



— HMcnonb3yiiTe cpeacTBa GJIOKMPOBAHMS HEXEIaTeIbHOIO KOHTEHTA KaK JOMOJHEHHE K
CTaHIapTHOMY PoauTensckoMy KOHTPOIIIO.

— Co3znaiite CeMEMHBIN STIEKTPOHHBIN SIUK, YTOOBI HE MO3BOJISITH JIETSIM UMETh COOCTBEHHEIE apeca.
— brokupyiite noctyn K caiitam ¢ 6ecraaTHBIMA HOYTOBBIMHU SIIMKAMU C TOMOIIIBIO
cootBetcTBytoutero I10.

— IlpuyunTte nereit COBETOBATHCS C BaMU Iepesl ONyOIMKOBaHUEM KakoH-1100 nHpopMaLuu
CpeACTBaMU 3JIEKTPOHHOM MMOYTHI, YaTOB, PErHUCTPALMOHHBIX (GOPM U POPUIICH.

— Ilpuyuute nereit He 3arpykaTh (paiibl, IPOrpaMMbl WM My3bIKY 0€3 BallIero coriacus.

— HWcnonb3yiiTe GUIABTPBI 2IEKTPOHHOM MOYTHI 1151 OJJOKMPOBAHUS COOOIICHNUH OT KOHKPETHBIX
JIOAeH WIN COAEpIKallMX OIpeieseHHbIe caoBa wiu gpasbl. [logpobHee o Takux GpuibTpax
httg://www.microsoft.com/rus/athome/security/email/fightspam.mspx.

— He pasperaiite 1eTsM UCIIOJIB30BaTh CIIY>KObl MTHOBEHHOT'O OOMEHA COOOIIEHUSIMH.

— B «0enblii» cnicok caliToB, pa3pellieHHbIX AJIs IOCEUIEHMsI, BHOCUTE TOJIBKO CAalThl C XOpOILIeH
penyTamuei.

— He 3a0siBaiiTe OecennoBath ¢ neThbMu 00 UX Apy3bsix B MHTEepHETE, Kak eciu OBl pedb 1uia o
IPY3bsX B p€aIbHON KU3HU.

— He nenaiite «raby» U3 BOIPOCOB MOJIOBOM KU3HH, TaK Kak B IHTepHETE IeTH MOTYT JIETKO
HATKHYThCS Ha IOPHOTPapHIO UM CANTBI «JIS1 B3POCIIBIX).

— IlpuyuuTe Bamero pedeHKa coo0IIaTh BaM O JIOOBIX yrpo3axX WM TPEBOTaX, CBI3aHHBIX C
WuTepHerom. OcTaBaiiTech CIOKOWHBIMU M HAIOMHUTE JETSM, YTO OHU B O€30IIaCHOCTH, €CIIU CaMU
pacckasaiv BaM O CBOMX yrpo3ax wiM TpeBorax. [loxBainTe ux u mOCOBETYUTE MOAOUTH €lIe pa3 B
OJIOOHBIX CIyYasX.

Bospact ot 9-12 ner.

B nanHOM BO3pacTe JeTH, KaK IPaBUIIO, YK€ HACIIbIIIaHbl O TOM, Kakasi HHGopMaius
cymiectByeT B MlHTepHeTe. COBEPIIEHHO HOPMAJIBHO, YTO OHHU XOTST 3TO YBUIETH, IPOUYECTD,
YCIbIIATb. HpI/I O9TOM HYXHO ITOMHUTD, UTO JOCTYIl K HCKCIIATCIIbHBIM MaTCpraiaM MOKHO JICTKO
3a0JIOKMPOBATh MTPHU MOMOILM CPEACTB POTUTENHCKOTO KOHTPOJIS.

CoBetbl 110 0€30MaCHOCTH B 3TOM BO3pPAaCTe.
— Co3naiiTe CIMCOK JOMAaIIHUX MIPaBUJI ocenieHus VInTepHeTa npu ydactuu aetei u Tpedyire ero
BBINOJIHEHUS.
— TpeOyiite oT Baiero peOGeHka coOIIOEHHSI BPEMEHHBIX HOPM HaX0KJIEHUS 32 KOMIIBIOTEPOM.
— ITokaxkute peGeHKyY, 4TO BbI HA0JIIOJaeTe 32 HUM HE IMOTOMY, YTO BaM 3TO XOUETCs, a TIOTOMY 4TO
BbI 0ECITIOKOUTECH O €0 O€30MaCHOCTH U BCETJa TOTOBbI EMY IIOMOYb.
— Komnbrotep ¢ noaximouenreM kK HTepHeTY 10KEeH HaXOIUThCs B 00IIel KOMHATE 1101
MIPUCMOTPOM POJIUTENEH.
— HWcnonb3yiiTe cpeacTBa OJIOKMPOBAHMS HEXENATEeIbHOTO KOHTEHTA KaK JOMOJIHEHUE K
cTaHIapTHOMY PoauTensckoMy KOHTPOIIIO.
— He 3a0riBaiiTe OecenoBath ¢ 1eThbMH 00 UX Jpy3bsix B HTepHeTe.
— Hacrauaiite, 9T00OBI J6TH HUKOT/Ia HE COTIIAIIAINCH HA JIMYHBIE BCTPEUYH C APY3bSIMH I10
HNHurepHery.
— Tlo3BosstiiTe MEeTSIM 3aXOIUTh TOJIBKO HAa CAUTHI U3 «OEIOTO» CIHUCKA, KOTOPBIA CO3/IaliTe BMECTE C
HUMH.
— IlpuyunTe nereil HUKOTIA HE BBIIaBaTh JIUMYHYIO HH(DOPMAIHIO CPEICTBAMH JIEKTPOHHON TIOUTEHI,
9YaTOB, CHCTEM MTHOBEHHOTO 0OMEHa COOOIEHUSIMH, PETUCTPALIMOHHBIX (OPM, JTUYHBIX TPOPUIIEH 1
IIPU PErHCTpallii Ha KOHKYpChI B MIHTepHeTe.
— Ilpuyuute nereit He 3arpykaTh MporpamMmbl O6e3 Baiiero paspemeHus. OObICHUTE UM, YTO OHU
MOTYT CIIy4ailHO 3arpy3UTh BUPYCHI MJIH IPYTO€ HEXEIAaTeIbHOE IPOrpaMMHOE 00eCIIeYeHUE.
— Co3paiite BameMy peOCHKY OrpaHHUEHHYIO YYETHYIO 3alHMCh JJIsl paOOThl HA KOMITBIOTEPE
. — [Ipuyunre Bamero pedGeHka coo0mAaTh BaM O JIOOBIX YTpo3ax WM TPEBOTAX, CBI3aHHBIX C
WutepHerom. OcTaBaiiTeCh CIOKOWHBIMU M HAIOMHUTE JIETSM, YTO OHU B O€30MIaCHOCTH, €CIT CaMH



pacckasaiay BaM O CBOMX yrpo3ax WM TpeBorax. [loxBanure UX U IOCOBETYHTE IIOJOUTH elle pa3 B
OJIOOHBIX CIyYasX.

— Pacckaxute netsim o nopuorpaduu B aTEpHETE.

— HacrauBaiite Ha TOM, 4TOOBI I€TH IIPEJOCTABIISIN BaM AOCTYI K CBOEH 3JI€KTPOHHOM MOYTe, 4YTOOBI
BbI YOEIHMIIUCH, YTO OHU HE OOIIAIOTCS ¢ HE3HAKOMIIAMHU.

— OOBsACHUTE AETAM, UTO HEJIb3sl UCIOJIb30BATh CETh JJIS XYJIUTaHCTBA, PACIPOCTPAHEHUS CILICTEH
WJIH YTPO3.

Bospact ot 13-17 ner.

B naHHOM BO3pacTe poIUTEISAM 4acTO YK€ BECbMa CJI0KHO KOHTPOJIUPOBATh CBOUX JIE€TEH, TaK
Kak 00 MlHTepHeTe OHU yXKe 3Hal0T 3HAUUTENIbHO 0oJIblle cBouX poaurteneil. Tem He MeHee, 0COOEHHO
BaYKHO CTPOI0 COONIOAATH MTPaBUJIa HHTEPHET-0€30M1aCHOCTH — COTJIAllIEHUE MEXKY POJUTEISIMUA U
netbMu. Kpome Toro, He00X0MMO KaK MOXHO Yallle IPOCMaTPUBATh OTUYETHI O IEATEIbHOCTH JETEel B
Wutepuere. Cnenyer o0OpaTUTh BHUMaHUE Ha HEOOXOAUMOCTh COAEPKAaHUS POAUTEILCKUX Maposieit
(maposiel aAMUHUCTPATOPOB) B CTPOTOM CEKpeTe U 00paTUTh BHUMAHUE HAa CTPOTOCTb ATUX MapOJjeH.
B 13-17 ner noipoCcTKH aKTUBHO UCIOJB3YIOT OUCKOBBIE MAIIUHBI, TIOJIB3YIOTCS 3JIEKTPOHHON
MOYTOH, cIy’k0aMi MTHOBEHHOI'0 0OMEHa COOOLIEHUAMH, CKAUUBAIOT MY3bIKY U (huiabMbl. Masburkam
OoJIbIIIe 110 HPaBy CMETaTh BCE OTPAHUYCHUS, OHH XKAKIYT IPyOOT0 FIOMOpPa, a3aPTHBIX UT'P, KAPTHHOK
«IU1s B3pOCHBIX». [IeBOUKHM MPEANOUUTAIOT O0IIATECS B YaTax, IPH TOM OHU ropaszo 6osee
YyBCTBUTEJIbHBI K CEKCYaJIbHBIM JloMoraTesibcTBaM B IHTepHeTe.

Cogetsl 10 0€30IaCHOCTH B 3TOM BO3pacTe.

— Co3spaiiTe CIMCOK JOMAalIHUX IPAaBWJI ocenieHus MaTepHeTa npu ydyacTuy NoapoCcTKOB U
TpeOyiiTe 6€3yCIIOBHOIO €T0 BBHIIOJHEHUS. YKa)KUTE CIIMCOK 3alpElIeHHbIX CAaUTOB («UepHBIN
CIIMCOK»), yachl paboTsl B MIHTEepHETE, pyKOBOJCTBO 1O 00IIeHuI0 B MIHTepHEeTe (B TOM Uucie B
qarax).

— Komnbrotep ¢ noakiaoueHneM K HTepHeTY 10JKeH HaXOAUThCs B 0011el KOMHATE, Yyachl paboThl
B lHTEpHETE MOTYT OBITH JIETKO HACTPOEHBI IIPU OMOIIH CpeICTB POAUTENHCKOTO KOHTPOJIS.

— He 3a0piBaiiTe OecenoBath ¢ 1eThbMH 00 UX Jpy3bsixX B IHTepHETE, O TOM, YeM OHU 3aHATHI TAKUM
o0Opa3om, OyaTO peub UAET O IPY3bsiX B peasibHOM jku3HU. CripammBaiTe o 01X, ¢ KOTOPBIMU J€TH
00IIaI0TCS MOCPEACTBOM CIYKO MTHOBEHHOTO 0OMEHa COOOIEHUSAMH, YTOOBI yOeAUTHCS, YTO 3TH
JIFO/IA UM 3HAKOMBI.

— Hcnonb3yiiTe cpecTBa OJIOKMPOBAHMS HEXeEIaTeIbHOIO KOHTEHTA KaK JOMOJHEHUE K
CTaHAApPTHOMY POIUTENECKOMY KOHTPOJIIO.

— Heo6x0a1Mo 3HaTh, KAKUMH YaTaMH MOJIb3YIOTCS Balu JeTh. [loonpsiiTe Ucmonp30BaHue
MOJIETTUPYEMBIX YaTOB M HacTauBalTe, YTOOBI J€TH HE OOLIAIMCh B IPUBATHOM PEKUME.

— HacrauBaiiTe Ha TOM, 4YTOOBI IETH HUKOT/]a HE BCTPEUAINCH JIMYHO C ApYy3bsiMH U3 MIHTepHeTa.
— [lpuyuaiite neteil HUKOTAAa HE BbIIaBATh JIMUYHYIO HH(POPMAIUIO CPEICTBAMU 3JIEKTPOHHOM MOYTHI,
94aTOB, CUCTEM MTHOBEHHOTO 0OMEHa COOOIEHUSIMH, PETUCTPALIMOHHBIX (OPM, JTUYHBIX TPOpUIIEH 1
IIPU pETUCTpaly Ha KOHKYpChl B IHTEpHETE.

— IlpuyuuTte nereit He 3arpykaTh MporpaMmbl 6e3 Baiiero pasperieHus. OObSICHUTE UM, UTO OHU
MOTYT CIy4aifHO 3arpy3UTh BUPYCHI HJIM APYTrOe HeXellaTelbHOe IPOrpaMMHOe o0ecrieueHue

. — IIpuyunre Bamero pebeHka cood1aTh BaM O JIIOOBIX YIpo3ax MM TPEBOTrax, CBSI3aHHBIX C
HNutepuerom. OcTtaBaiiTech CTIOKOWHBIMU U HATTIOMHUTE JCTSIM, YTO OHH B 0€30MMaCHOCTH, €CJTH BaMHU
pacckasaiay BaM O CBOMX yrpo3ax WM TpeBorax. [loxBanure UX U IOCOBETYHTE IIOJOUTH elle pa3 B
MOAOOHBIX CITydasXx.

— Pacckaxute netsim o nopuorpaduu B MHTEpHETE.

— Ilomorute um 3ammTUTHCA OT ciama. HayunTte mogpocTkoB He BbIAaBaTh B IHTEpHET CBOETO
3JIEKTPOHHOIO aJIpeca, HE OTBEUYATh HA HEXKEJIATEIIbHbIC TMCbMA U UCIIOJIB30BATh CIIELUAIIbHBIC
MOYTOBBIC (PUITBTPHI.

— IIpuyuute cebs 3HAKOMHUTHCA C CAlTaMM, KOTOPbIE MOCEIIAIOT MOIPOCTKH.



— OOBsACHHUTE AETSAM, YTO HU B KOEM CIIydae Hellb3sl HCIOIb30BATh CETh Ul XYJIUTaHCTBA,
pacnpoCcTpaHEHHUs CILIETEH WM YIPO3 IPYTUM JIFOISAM.

— OO6cyauTe ¢ MoApOCTKaMM MPOOJIEMBI CETEBBIX a3apTHBIX UTP U UX BO3MOXKHBIN puck. Hanmomuure,
YTO €T HE MOTYT UT'PaTh B 3TU UIPHI COIIACHO 3aKOHY.

Kak npoBonuth Poautenbckuii KOHTPOJIb HAJ TOBeAeHUEM JieTeld B InTepHere?

ObecnieunBaTh POAUTEIHCKUN KOHTPOJIb B IHTEpHETE MOKHO C TOMOUIBIO PA3IIUYHOTO
POrpaMMHOT0 obecnieueHus1, Hanpumep, Poaurensckuii koHTpoas B WindowsVista, cpenctsa
PonuTensckoro konTpoJis, BecrpoeHHbie B KasperskylnternetSecurity.

MEPELI ITPEJJOCTOPOXHOCTU ITPU PABOTE B UHTEPHETE

HHTepHeT Ja€T BaM BO3MOXHOCTB, HE BBIXO/Jd U3 JOMaA, 6I)ICTpO HaXOIUTh HCO6XO[[I/IMYIO
HH(OPMAIIHIO, YIaCTBOBATh B 00CYKICHUSIX HHTEPECYIONIMX Bac MPo0IIeM Ha pa3invHbIX Gopymax u
B MHTEPHET-KOH(EPEHIUAX, TPUOOPETATH TOBAPHI U YCIIYTH, OCYIIECTBIISATH TUIATEKH, OOMEHUBATHCS
COOOIICHUSIMU TI0 3JICKTPOHHO# 1moute. OHAKO, MOJIb3YsICh IHTEpHETOM, HElb3s 3a0bIBATh O
6e3omacHoctu. [Tomuure:

* B Balll KOMIIBIOTEP MOXET IOMACTh KOMITBIOTEPHBIN BHPYC;

* Balll BHGKTpOHHI)IfI aﬂpec MOXKET OKa3aThbCiAa B 6a3€ JAHHBIX IJIA paCCBIJIKI/I peKJIaMI)I;

* CBEJICHHSI, KOTOPBIC BbI coo0IIaeTe 0 cebe B IHTEpHETE, MOTYT CTAaTh H3BECTHBI IOCTOPOHHUM
JIALIAM;

* nH(OpMaIHs, KOTOPYIO Bbl HAXOJIUTE B CETH, MOXKET OBITh HEJIOCTOBEPHOIA;

® BbI MOJKCTC CTAaTh )KepTBOfI MOIIICHHUKOB.

Bce 3T0 HU B KOEM cilyyae He 3HAYUT, YTO HYXKHO OTKa3aThCs OT MCIOb30BaHus MHTEepHeTA.
ITpocTo HEOOXO0UMO 3HATH O TOM, KaKHe€ OMACHOCTH Bac MOJCTEPEraroT, U YMETh UX Paclio3HaBaTh U
MPEIYNPEkKIATh UX MOCIICACTBUS.

CnaMm 1 KUGEpPMOIIIEHHUYECTBO

Cmam (anri. spam, cokpamierue ot self-promotion and marketing) — sto maccoBas, uHOT 1A
Cpa3y MO HECKOJIbKUM MIJIJTHOHAM aIPECOB, PACCHIJIKA PEKJIaMHBIX coo0ImmeHui. Tex, KTo
pacipoCTpaHsEeT 1O ICKTPOHHOH TOYTE TAKHE MMChMa, Ha3bIBAIOT CITAMEPAMH.
OTnuyuTeNbHBIE YEPTHI ClIaMa — OTCYTCTBUE MPEIBAPUTEIHLHOTO COTTIACHS aJipecara Ha MoTy4yeHUe
COOOIIEHUS, HEBO3MOXKHOCTh OTKA3aThCs OT MOJYUCHHUST aHAIOTHYHBIX COOOMIECHUI B Oy IyIieM,
banbcuPUIMPOBAHHBINA apEC OTIPABUTEIIS.
Cnamepckue mucbMa 00BIYHO OBIBAET JIETKO Y3HATH IO TeMe cooOmeHus. Yare Bcero B HUX
PEKIAMHUPYIOTCS IOPUINYECKUE, OyXTaNTEPCKUE, TYPUCTUIECKHIE, METUITTHCKUE M KOCMETUYECKHE
YCIIYTH, METOJIBI OBICTPOTO TTOXYICHHUS, KYPChl HHOCTPAHHBIX S3BIKOB, OM3HEC-CEMUHAPHI,
nopHorpaduvecKre MHTEPHET-CAalThl U U3JaHUsI, UHTUMHBIE ycIyru. Hepeako Tak:ke BCTpeyaroTcs
TIPEJIIOKEHUs 0a3 TaHHBIX C JICKTPOHHBIMHU aJ[pecaMu, T.H. «craM mpo cram». OOHapyKUB B
MOCTYIUBIIEH MOYTE COOOIIEHUE C TOAOOHON TEMOM, TOTyMaiiTe, MOXKET JIU OHO MPECTABIATD JUIS
Bac KaKON-TO MHTEPEC, U €CIIU HET — CMEJIO €0 yHasuTe.

Bunaer crrama
* Pexnama. D10 muchbMa THIA «caaeM B apeHay opucy» win «BepHblit ciocod MOBBICUTH BALIH
JOXOJIbI», a TAKXK€ MPEJIOKEHHS YIYUIINUTh Balll IEPCOHATIbHBINA CaliT, U3MEHUTD MPOMOPLIMH Tea,
BBIBECTH BOJIOCHI Ha YIIIax U TOMY Mo00HOe. IMEHHO ¢ TTOMOIIBIO TAKOTO poJia criaMma peKIaMUpPYIOT
MPOJYKIINIO, O KOTOPOW HENb3sl COOOIINTh MOTEHIIUAIBHBIM MMOTPEOUTENISIM HHBIM CITIOCOOOM:
nopHorpaduio, IeKapCTBEHHBIE Mpenaparbl, 000pOT KOTOPHIX HE JTUIIEH3UPOBAH HJIM OTpaHUYEH
3aKOHOM, JTIOOBITYIO HE3aKOHHBIM ITyTeM HH(MOpMaInio (pa3audHbie 0a3bl JaHHBIX ), KOHTpa(aKTHBIE
KOMIIBIOTEPHBIE TPOIPAMMBI.



* «Hurepuiickue nucbma». MOIIEHHUKN YaCTO UCIIOIB3YIOT CIIaM C LIEJIbI0 BBIMAHUTD Y
JIETKOBEPHOTo noJryyaress 1eHbru. Hanbonee pacnpocTpaHeHHbIH ciocod Takoro poja
KYJIbHAYECTBA U3BECTECH KaK «HUTEPHUIICKHE MUChbMay, TOCKOJIbKY BHAUa1e OOJIBIIMHCTBO MOAOOHBIX
cooOuieHnit npuxoanio u3 Hurepuu. CoaeprkaHue «HUrepuinCcKOro MUCbMa» CBOAUTCS K
CIIEAYIOIIEMY: BaM CYJIST BO3MOXKHOCTB 06€3 0c000ro Tpyaa 3apaboTarh MHOTO JIHET, HO IIPU 3TOM
OTIIPABUTEJIb IPOCUT IIEPEBECTU HA YKA3aHHBIN CUET HEOOJIBIIYI0 CYMMY, HEOOXOAUMYIO JJIst
oopmIeHNsT JOKYMEHTOB MJIH MOKPBITUSA KaKUX-TO IPYTUX pacxooB. OOemanme Jerkoro
o0oraiieHusi, e€CTECTBEHHO, BCEro JIMIIb IPUMAHKA, 33/1a4a MOLICHHUKA — ITOJIyYUTh BAILIH JICHbIU.

» Oummnr (anri. phishing, mo ananoruu c fishing — «perd6ankay) — eme oJuH crocod MOIICHHUYECTBA
C IIOMOILBIO CIIaMa, TOJIBKO B 3TOM CIIy4ae y Bac IbITAIOTCS BBIMAHUTh HE JE€HBIH, @ HOMEP KPEAUTHON
KapThl, 0AHKOBCKOT'O CUETa WJIM MApOJIb IOCTYIA K CUCTeMe miaTtexeit yepe3 Murepuer. [Tncemo
OOBIYHO BBIMVIAAUT KaK OQHUIHATIbHOE YBEIOMIIEHHE OT OaHKa, I'Jie TOBOPUTCS, YTO MOTy4aTellb
JIOJDKEH TOATBEPINTH CBEJICHUSA O cebe, MHade ero cueT Oyaer 3a0iokupoBaH. TyT jke MPUBOIUTCS
ajipec NpUHAAIEXKAIIEro craMepam caifra. UtoObl sxepTBa He Jorajianack o0 oomane, opopmieHue
MOJICTABHOTO CaiiTa UMUTHPYET In3aiiH o(UIaIbHOro caiita 6anka. Cpeau JaHHBIX, KOTOPBIE
TpeOyeTcs ykazaTh B pa3MeIIeHHON TaM OHJIaiiH-(hopMe, IPUCYTCTBYIOT U T€, YTO HY>KHBI
[IpeCTyHUKaM, BO3HAMEPUBIIUMCS BaC 000OKpPACTb.

* [IpeyioskeHust NPUHATH yyacTHe B (PMHAHCOBBIX MUpaMuAax. Takue MmocaaHus TOXe peaKo
OTIIMYAIOTCS ApYT OT Apyra. OOBIYHO CHavalla Bac 3aBEPSIOT B TOM, UTO «3TO HE CIIam», a a 3aTeM
IpeuIaraoT padoTy, 3a KOTOPYIO Bbl CMOXKETE IMOJIY4YUTh OaCHOCIOBHYIO cyMMy. YacTo B noje
«Temay» momoOHBIX coobmienmit mumyT «He ynansiite 3to nuceMo» wim Please read It carefully
(«IToxanyiicta, IPOYTHTE BHUMATEIBEHOY).

* [TpeyioxkeHus 3aiTH Ha HEKUW caiT. L{enp Takux muceM — 3aCTaBUTh BaC WEIKHYTh 110
MIPUBEJCHHOM B TeKcTe cehlike. CpeacTBa /Il 3TOro BeIOMparoTces caMmble pasHble. Hanpumep, B
MMCbME MOYXKET OBbITh CKa3aHO, YTO 3TO PACChUIKA, HA KOTOPYIO Bac MOJANUCAIIN, HO, €CJIU Bbl HE XOTUTE
€€ MoJy4arhb, HOANHNCKY JIETKO aHHYJINPOBATh, IIEJIKHYB 10 CChUIKE HA COOTBETCTBYIOLIUI CalT, -
paszymeercs, HU B KaKylo OHJIaliH-(hOpMy JUIsl OTKa3a OT PaCChUIKU BbI IPU ATOM HE MOMNAJETE.
Hepenxo noio0HbIe MHMcbMa MAaCKUPYIOTCS MO JTUYHBIE U J1a)kKe MHTUMHBIE TIOCJIaHus, 0OpallieHHbIe
nMeHHoO K Bam: «IIpuset! ¥V mMeHs Bce HOpManbHO. X0uellb IOCMOTPETh MOU HOBBIE (GOTKH? Bot
CChUIKA...». [ TaBHast OTIMYMUTENbHAS OCOOEHHOCTh TAKUX MMUCEM — HAJMUUE CChIJIKM Ha HEM3BECTHBIH
BaM caiiT. Kpome Toro, BMECTO BaIllero HacTOSIIIEr0 MMEHU J1a)Ke B IPUBETCTBUU CTOUT UM
MIOJIB30BATEIS, T.€. YaCTh BAIIEr0 SJIEKTPOHHOTO ajpeca 10 3Haka @.

* Ckam (aHrJi. scam — «KyJIbHUYECTBO, OOMaH») — €Ile OJJUH BapUaHT MUChMa C 1eJIbI0 BHIMAHUTD Y
Bac JACHbIU. B pa3ociaHHOM MOIIEHHUKAaMU UChME NOIY4aTeNsAM IpeUlaraloT KyluTh JEIIEBbIe
HOYTOYKH WJIH, CKa’KeM, TOBaphl, KOH(UCKOBaHHBIE HAa TaMOoxkHe. Kak nmpaBuio, 4acTp mniarexa
MIPOCST MEPEBECTH aBAHCOM, ITOCJIE YE€ro KOHTAKTHBIE TeJIC(POHBI U YKa3aHHBINA B IMCbME CaUT
nepecraroT paboTarh. ToBap-IpUMaHKY Bbl, pa3yMeeTcs, HUKOI/1a He TMOIy4HTe.

Cpenu npyrux BUAOB cllaMa MOXHO Ha3BaTh MAacCOBBIE PACCHUIKH IMCEM PETUTMO3HOIO COJEP/KAHUS;
COO0O0I1IeHUH, 11eJTb KOTOPBIX — BBIBOJI U3 CTPOs MOYTOBOM crceTMbl (denial of service); 31eKTpOHHBIX
IIMCEM OT 4Y>KOI'O UMEHHM C LIEJIbIO BBI3BaTh HETATUBHOE OTHOLIEHHUE K «OTIIPABUTEINO» (T.H. YEPHBIN
nuap); MuceM, coiepKalliux KOMIbIOTEpHbIE BUPYCHI (TaKUM 00pa3oM obecreurnBaeTcss uX OpicTpoe
pacrpocTpaHeHue).

3ammra oT cnama

HpeBCHTI/IBHBIe METOAbI

Campblif HaJIeXKHBIN CIIOCO0 3aIUTHI OT cllaMa — He TTO3BOJIUTh CllaMepaM y3HaTh Balll
ANEKTPOHHBIN ajapec. /st 5Toro pekoMeHayeTcst COO0IaTh CIISAYIONINE TPaBHIa.
* 3aBOJIUTE JICKTPOHHBIN TTOYTOBBIN SIIMK HE HA O€CINIATHOM TTOYTOBOM CEpBEpE, a B KOPIOPATUBHOM
CeTH WIN y MHTEPHET-TIpoBaiiiepa (COMUAHbIE MPOBaiiiepbl OOBIYHO MPEIOCTABISIIOT KIUEHTaM
MOYTOBBIN SAUIUK HAa cBOeM cepBepe). Kak mpaBuiio, Takue 3JIeKTPOHHBIE aJipeca K criaMepaM He
Monajaror.



* [Ipu co3manum 3IEKTPOHHON MOYTHI BRIOMpaiiTe HECTaHAAPTHOE UM TOJIb30BaTeNsA. Y CllaMepoB
HMMEIOTCS CIIEUAIbHBIE CIOBAPH, BKIIOUYAIOIINE TPOCTHIE CIIOBA AHIJIMICKOIO sA3bIKa, UMEHA JIFOACH,
Ha3BaHUs reorpauueckux 0ObEKTOB U HEKOTOPBIE HAauOOJIee PaclpOCTPAaHEHHbIE BEIPAKEHUS U3
cieHra nosnb3oBareneil Uarepuera. Mcnonb3ys Tako c10Bapb U CIIMCOK JIOMEHHBIX UMEH, KOTOPBIE
OTKPBITO ITyOIMKYIOTCSI, HECIIOAKHO IIOJIyYUTh MHOKECTBO aJPECOB AJIsl CHAMEPCKHUX PaCChUIOK.

* He cooOmmaiite cBOM 3JI€KTPOHHBIN apec Ha UHTEPHET-CalTax, KOTOPBIE HE JAIOT TapaHTHH
HepasriianeHus KoHpuaeHnuanpHoi napopmarmu. [1o BO3SMOXKHOCTH CTapaiiTech HE AeTaTh 3TOTO
Takxe Ha popyMax, Ha COOCTBEHHOM CalTe U B 3JICKTPOHHBIX MUChMaX.

* Ecii Bam HE0OXOIMMO YKa3aTh CBOM 3JIEKTPOHHEBIN aJipec, HapUMep, B OTBET HA MPOCHOY JPYroro
ydacTHUKa (popyma, MUIIUTE €ro ¢ mpobenaMu nepes] 3HaKOM (@ U 1ociie Hero. B atom ciyuae aapec
HE nomnajeT B 0a3bl JaHHBIX CIAMEPOB, TAK KaK UCIOJIb3YEMbIE MU CIELIMAIIbHBIE IOMCKOBBIE
MIPOrpaMMbl HE CMOT'YT OITO3HATH 3Ty 3aIMCh KaK AJIEKTPOHHBIN aapec
. » [Ipu peructpanyu Ha pa3IMYHBIX CaiiTax yKa3blBaiTe B OHJIAHH-(POpMax HE Balll OCHOBHOM aJipec
AIEKTPOHHON MOYTHI, a aJIpec CIEeUaTbHO 3aBEIEHHOTO JIJIs 3TUX LieJeil OECIUIaTHOTO MOYTOBOTO
SLIUKA.

* Hukorna He oTBeyaiiTe Ha MEChbMa CIAMEPOB U HE MEPEXOJIUTE HA UHTEPHET-CANTHI 110
COJICp KAIIMMCS B HUX CChUIKAX. TakMMM IEHCTBUSMH BbI IOATBEPAUTE, UTO AKTUBHO I10JIB3YETEChH
CBOMM 3JICKTPOHHBIM aJ[pecoM, U CTaHETe MOJIydaTh elle OOoJbIIe criama.

Be3yciioBHO, 1ake CTPOTO BBIMOIHSS 3TH MIPOCTHIE MTPAaBHJIa, MOTHOCTHIO OT cllaMa BBl HE U30aBUTECH,
HO Balll JIMYHBIA MOYTOBBIN ALK, O KpaitHel Mepe, He OyAeT MepenoaHATHCS HEHYKHBIMU
pEKIaMHBIMU COOOILIEHUSIMHU.

OuUIbTPALMOHHBIE METOJIBI.

CerozHs CylIecTBYIOT ITPOrpaMMBI JIJIs1 aBBTOMATHYECKOT0 paclio3HaBaHMs cliama U ero (GuiabTparuy.
[Tono6HbIE GUIBTP MHUPOKO IPUMEHSIOTCS Ha TOYTOBBIX CEPBEPAX, HO HEKOTOPBIE U3 ATUX IIPOrpaMMm
npeJHa3sHaueHbl ¥ U1 UHAWBUIYAJIbHBIX I10JIb30BaTeNeil U MOTYT ObITh YCTAaHOBJICHBI HA
IIEPCOHAIBHOM KOMITBIOTEDE.

KommnsrorepHbie BUPYCHI.

Krnaccugukaiys BpeJOHOCHBIX TPOTrpaMM

HazoiinuBas peknama, pacchiiaemas 1Mo dJIeKTPOHHOM MoYTe, pa3Apaxaer U MelaeT pabore, HO Jaiie
BCETO CIIAaM HE HECET OMACHOCTH JJIsl BAlIEro KOMIIbIoTepa. [[pyroe Aeno BUPyChl, IPOrpaMMbI-
LIITAOHBI U CETEBBIE ATaKH, KOTOPbIE MPEACTABIISIIOT CEPHE3HYIO YTPO3Y KOMIIBIOTEDY,
MoJICOEAMHEHHOMY K IHTEepHeTY.

ITo criocoOy pacmpocTpaHeHUs! BPEIOHOCHBIE MTPOTPaMMbI MOXKHO Pa3AeTUTh Ha CIEAYIOINE BHIbI:

* BUPYCHI — IPOTPaMMBbI, CIIOCOOHBIE PA3MHOKATHCSI BHEAPSATH CBOM KOIUU B Apyrue Ghauibl;

* CETEBBIE «UE€PBU» — MPOTPAMMBI, KOTOPBIE HE U3MEHSIOT (haliiIbl Ha )KECTKOM JIUCKE KOMITBIOTEpa, a
MPOHUKAIOT B €r0 OMEPALMOHHYIO CUCTEMY U 3aTE€M, HaXO/I1 Ha KOMITbIOTEpE aJpeca JPyrux
M0JIb30BaTENIEH, PACCHUIAIOT 110 3TUM aJpecam CBOU KOIIUU;

* KTPOSTHCKHE» MPOTPAMMBbI — UCIIOJIHAEMbIE (Daiiiibl, 0OBIYHO MACKUPYIOIIHECS M0 HOBYIO BEPCHUIO
KaKOW-HUOYb MOMYISIPHON MPOTPaMMBbI UITU UTPBI C IETBI0 3aCTaBUTh MOJIb30BATENS YCTAHOBUTD UX
Ha CBO KOMITBIOTED.

Bupycsl u 1pyrue BpeJOHOCHBIE TPOrpaMMbl MOT'YT MONACTh B Balll KOMIIBIOTEDP Pa3JIMYHBIM NIYTEM:
MIPY KOMMUPOBAHUU MTPOTPAMM C UYKOI'0 KOMIIbIOTEPA O€3 MPOBEPKU Ha HAJTMYKME B HUX BUPYCOB; IPHU
OTKPBITUH 3apaKEHHBIX (DaiiiIOB, MOIYUYEHHBIX 110 AIEKTPOHHON TOYTE; PU MOCEIEHUH
COMHUTEJIBHBIX CATOB, Yallle BCEro MOPHOTrpaprUUEeCKUX UM TeX, C KOTOPBIX MOXKHO CKayaTh
MUPATCKOE MPOrPaMMHOE 0OecTIeueHHE.

Kaxk onpenenutp, 4TO B Balll KOMITBIOTEP MOMNAT BUPYC.
3amycTUB 3apakKeHHYIO MPOTpamMMy, Bbl, KaK MPaBUJIO, JaKe HE 3aMETHUTE, YTO aKTUBUPOBAIIU BUPYC, U
JUIIH MTO3THEe OOHAPYKUTE, YTO C BAIlIIM KOMITBIOTEPOM YTO-TO HE TaK. BOT HECKOJIBKO MPU3HAKOB,



CBHJIETEJILCTBYIOLINX O TOM, YTO Balll KOMIIBIOTEP, BO3MOKHO, 3aPaXKEH BUPYCOM:
* KOMITBIOTEp CTall paboTaTh MEIJICHHEE, YEM PAHBIIIE;

* KOMIIBIOTEP HE OTBEUYAET HA 3aIIPOCHl WM YacTO 3aBUCAET;

* KOMITBIOTEP KaXK/Ible HECKOJIBKO MUHYT JaeT COOM U CaM Iepe3arpyxaercs;

* KOMIIBIOTEP IIepe3arpyxaercs 6e3 Balieil KOMaH bl U [I0CJIE 3TOr0 He MOXKET paboTaTh B
HOPMaJIbHOM PEXHME;

* IPOrpaMMBbI Ha BallleM KOMITbIOTEpE pabOTaIOT HENIPABHIIBHO;

* IMCKOBOJIBI CTAHOBSITCS HEJJOCTYITHBIMU;

* BO3HUKAIOT MPOOJIEMBI IPU BBOJIE TEKCTA C MMOMOIIBIO KIIABUATYPHI;

* BaM HE y/1aeTcs HOPMAJIBHO pacreyaraTbh TeKCT Ha IPUHTEPE;

* KOMIIBIOTEP BBIAAET HEOOBIYHBIE COOOIIEHNS 00 OIMOKaX.

AHTHUBUPYCHBIE IPOTPAMMBI.

Camoe 3¢ dexTuBHOE cpencTBO OOPHOBI ¢ BPEIOHOCHBIMU MPOrpaMMaMH — IPUMEHEHUE
aHTUBUPYCHBIX Nporpamm. Hu osiHa u3 Takux nporpaMm (MX Juist KpaTKOCTH YacTO Ha3bIBAIOT MIPOCTO
AaHTUBUPYCAMH) € 00ECIIeUNBAET CTOMPOLIEHTHOM 3aIllUThI, TO3TOMY IIPHU BHIOOPE aHTUBHpYCA
HEOO0XOAMMO YUUTHIBATH PSJ TAPaMETPOB: HAJCKHOCTh POTPAMMBI, YJ0OCTBO €€ NCTIOIb30BAHNS,
CKOPOCTH pabOThI, CIOCOOHOCTH UACHTU(HUIIMPOBATH MAKCUMAIbHOE KOJIMYECTBO PACTIPOCTPAHEHHBIX
TUIIOB BUPYCOB, BOBMOKHOCTbD <«JICUEHUS» 3apPAKEHHBIX O0BEKTOB, HATMUNE APYTUX MOJIE3HBIX
¢bynkuii. [IpaBuiabHO HACTPOSHHASI aHTUBUPYCHAS IIpOrpaMMa crocoOHa MPOBEPSTh KOMIIBIOTED B
aBTOMATUYECKOM pEeXHUME U MH(OPMUPOBATh BAC O HAJIMUYHUU BUPYCOB.

Haunbornee n3BecTHBIE aHTUBUPYCHBIE IPOTPAMMBI

1. Norton AntiVirus. Pazpaborannas komnanueit Symantec Corporation (www.symantec.ru)
2. AutuBupyc NOD32. Pa3zpabortannas komnanueii Eset Software (www.esetnod32.ru)

3. Doctor Web. (www.drweb.ru)

4. AatuBupyc Kacnepckoro. Jlaboparopust Kacnepckoro (www.kaspersky.ru)

5. AutuBupyc AVG Free Edition. becruatnas. (www.free.grisoft.com)

CocraButens meroauct Kysnernosa T.H. (mo marepuanam B. ®@. beamainoro).



